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I&A Features 

The recent updates have streamlined access when it comes to managing your information in NPPES, PECOS, and 
HITECH. If you accessed any of these systems prior to October 7th 2013, your existing account will still work 
just as it did previously, and has been updated to take advantage of the new features. 
 

Create an Account  

Depending on the type of user you are, and how you have setup your account, I&A will allow you to access 
various CMS computer systems such as NPPES, PECOS, and HITECH and perform actions such as creating an NPI 
or updating Medicare Enrollment information. 
  

Retrieve and Reset Forgotten Usernames and Passwords 

All Users will have the ability to retrieve forgotten user IDs and reset forgotten passwords through the online 
tools, rather than contacting CMS External Users Services (EUS). 
 

Unlock an Account 

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to 
unlock their account through the online tools, rather than contacting CMS External User Services (EUS). 
 

Register to access CMS Systems on behalf of your Organization 

Authorized Officials and Access Managers will be able to add their Organization as an employer in I&A, in order 
to access PECOS or HITECH on behalf of their Organization, or so their 3rd Party Organization can work on behalf 
of Providers. 
 

Add and Manage Staff within your Organization 

I&A allows Authorized Officials and Access Managers to add and remove Staff from their Organization, and 
control the functions accessible to those staff. 
 

Work in CMS Systems on behalf of Individual or Organizational Providers 

I&A allows its users to quickly and securely manage connections between Individual Providers or  Organizational 
Providers, and their relationships with Surrogates who work on their behalf.  
 
IMPORTANT NOTE:  

Registering/Updating Information in the Identity & Access Management (I&A) System 

Registering or updating information in the I&A system does not automatically enroll you in Medicare, register 
you for an NPI, or perform any other actions or updates in the PECOS, NPPES, or HITECH systems. 
 
If you created your account prior to October 7th 2013, and the information shown under your profile information, 
employers, or connections is not accurate please see the Frequently Asked Questions (FAQ) for more information 
on how to update your information.  
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Connections in the Identity & Access Management (I&A) System 

Group Practices or any other Organization who act on behalf of Providers as Surrogates, and have 1,000 or more 
Connections to Individual Providers (IPs) in the Identity & Access Management (I&A) system may experience an 
issue when attempting to access records for these providers in NPPES, PECOS, or HITECH (R&A).  Until a fix can be 
implemented you can avoid any issues by reducing the number of IPs that any one Staff End User within your 
Organization has connections to within I&A. If a user acts on behalf of 1,000 or less IPs they should not have any 
issues accessing records within NPPES, PECOS, or HITECH(R&A). 
 

What Type of User are You? 

Review the terms.  Which term best defines you and your organization? Depending on your situation it may 
change. 
 

Individual Provider/Supplier 

¶ An individual that provides services to Medicare beneficiaries and submits claims to Medicare and/or 
reassigns benefits to an Organizational Provider (such as a group practice or hospital) that submits 
claims to Medicare on their behalf (e.g., Provider working for a Group Practice, or Solo Provider).  

¶ Must have or be eligible for a Type 1 NPI in NPPES. 
 

Organizational Provider 

¶ An Organization that provides medical items and/or  services to Medicare beneficiaries (e.g., DMEPOS 
Supplier, Physician Group Practice, Hospital, etc.) that submits claims to the Medicare Part A and/or Part 
B programs 

¶ Must have or be eligible for a Type 2 NPI in NPPES. 
 

3rd Party Organization 

¶ A third-party organization (e.g., billing agency, credentialing consultant, or other staffing company) 
that has business relationships with Individual Providers or Organizational Providers to work on their 
behalf. 

 

Authorized Official (AO) 

¶ An appointed official of an Organizational Provider or 3rd Party Organization with the authority to 
legally bind that organization and conduct business on behalf of the organization. If an Organizational 
Provider, also ŜƴǎǳǊŜ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ aŜŘƛŎŀǊŜ ǎǘŀǘǳǘŜǎΣ ǊŜƎǳƭŀǘƛƻƴǎ ŀƴŘ 
instructions. 

¶ Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her 
organization. 

Access Manager (AM) 

¶ An individual, delegated by the Authorized Official of an Organizational Provider or 3rd Party 
Organization, with the authority to legally bind the organization and conduct business on behalf of the 
organization. If an Organizational Provider, also ensure the organiȊŀǘƛƻƴΩǎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ aŜŘƛŎŀǊŜ 
statutes, regulations and instructions. 

¶ Able to initiate or accept surrogacy connections, and manage staff on behalf of his or her 
organization. 
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Staff End User (SEU) 

¶ An individual (e.g., Credentialing Specialist, Office Manager, etc.) who has been approved by an 
Authorized Official or an Access Manager of an Organizational Provider or 3rd Party Organization, or 
who has been approved by an Individual Provider, as an employee of that Organization, or is 
employed by that Provider. 

¶ An employee of an Individual Provider or Organizational Provider that is  authorized to access, view, 
and modify information within a CMS computer systems on  behalf of their employer 

 

Surrogate 

¶ An Organizational Provider that has a business relationship with an Individual Provider to access, 
view, and modify information within CMS computer systems on their behalf;  

OR 

¶ A Third-Party Organization that has a business relationship with an Individual Provider or 
Organizational Provider to access, view, and modify information within CMS computer systems on 
their behalf. 

 

What You Can Do? 

 

Role 
Represent an 
Organization 

Manage 
Staff 

Approve/Manage 
Connections 

Act on behalf of a 
Provider in CMS 

systems 

Individual Provider Yes Yes Yes Yes 

Authorized Official Yes Yes Yes Yes 

Access Manager Yes Yes Yes Yes 

Staff End User No No No Yes 

Surrogate No No No Yes 
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Examples - Setting Up Your Account and Gaining Provider Access 

 

Create Your Account 

If you have received an Invitation E-mail containing a PIN and you dƻƴΩǘ ȅŜǘ ƘŀǾŜ ŀƴ Lϧ! ŀŎŎƻǳƴǘ, follow the 

instructions in section How New I&A Users Register from a Staff End Users (SEU) or Access Manager (AM) 

Invitation. 

If you have received an Invitation E-mail containing a PIN and you already have an I&A account, follow the 

instructions in section How an Existing I&A User Responds to a Staff End Users (SEU) or Access Manager (AM) 

Invitation Access Manager (AM). 

 

1. select button or select the register link on the I&A login
 page 

and you will be navigated to the User Registration page.
 

 



Identity & Access System Quick Reference Guide   

04/21/2020  7 
   

 

2. Enter your email address and the text seen in the image on the User Registration page.  If you have 
trouble seeing the image you can either select the Listen to Audio link or select the  

 
icon to have the image refreshed. 

Once you have successfully entered the required data, select the Submit button 
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3. Enter the required data on the User Security page and select the Continue button. 
Security Questions and Answers cannot be duplicated. You must select 5 different questions, each 

having a unique answer (different from the other 4 answers). 
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4. Enter the required data on the User Information page and select the Continue button. 

 
 

 

 



Identity & Access System Quick Reference Guide   

04/21/2020  10 
   

5. The system will attempt to standardize your address to meet USPS standards. If the standardized 
address is different from what you entered. The system will alert you.  We encourage you to use the 
standardized address unless it is incorrect. 
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6. You will be required to set up at least one Multi-Factor Authentication (MFA) method. And will be 
given the option to set up a second (alternative) method.  Select your Primary Authentication Method 
from the dropdown list and select Continue. 
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7. If you select E-mail Address, the e-mail address will be pre-populated with your primary e-mail 
address you entered when you started registration, however you may change it.  
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If you select Phone Number Text/SMS, you must enter your 10 digit phone number. 

 
 

If you select Phone Number Voice Call, you must enter your 10 digit phone number, and have the ability 

to enter an extension. 
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8. Enter the code you receive and select Verify Code.  
If for some reason you do not receive a code, select the Resend E-mail (Resend Text/SMS or Call Again) 

button to have a new code sent to you.  If you need to change your method or update your e-mail 

addresses (Phone Number, if you selected Text/SMS or Voice Call) select the Back to Setup Page link to 

start the set up again. 
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If you selected Phone Number Text/SMS, you will see the following on the verification page 

 
 

If you selected Phone Number Voice Call, you will see the following on the verification page 
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9. Your Primary MFA Method was successfully set up.  You may now choose to either set up an 
alternative (second) method, or Complete your registration. 

 
 

 

 

10. Your registration is complete, select the Continue to Home page button to be navigated to your I&A 
Home page. 

 


















































































































































































